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1. Confidentiality & Disclaimer
Confidentiality
This whitepaper is presented by A Blocks Nexus Private Limited (India) 
for informational purposes only. The concepts, processes, designs, and 
business models described herein — including but not limited to the 
Ensure Insured Platform, insurance enforcement platform powered by 
blockchain technology, and scannable vehicle disk technologies — are 
proprietary intellectual property of A Blocks Nexus Private Limited (India). 
Unauthorized reproduction, distribution, or use of this material in any 
form without prior written consent is strictly prohibited.

Disclaimer
This whitepaper does not constitute investment advice, legal advice, 
financial advice, or tax advice. It is not a solicitation or an offer to buy or 
sell securities or financial instruments of any kind. It is Not a Security / 
No Guarantees.

It does not represent equity, debt, or ownership in A Blocks Nexus Ltd, 
nor does it grant voting rights, dividends, or profit-sharing.
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Across India, millions of vehicles operate without valid insurance 
coverage, leading to uncompensated accident victims, fraudulent 
renewals, and billions in lost government revenues.

The Scale of the Problem in India
	 •  India has over 300 million registered vehicles (2025).
	 •  Nearly 50% — around 150 million vehicles — are uninsured, 		
	     lacking valid motor insurance coverage.
	 •  Under the Motor Vehicles (Amendment) Act, 2019, driving without 	
	     valid insurance attracts a penalty of ₹2,000–₹4,000 per offence.
	 •  Even at the lower bound of ₹2,000, the total unrealized penalty 	
            from uninsured vehicles is approximately ₹30,000 crore annually.
	 •  In addition, fake policies, fraudulent renewals, and weak 			 
            enforcement of insurance compliance result in further ₹30,000–	
	     ₹40,000 crore in indirect losses — including tax leakage, 			 
	     fraudulent claims, and uncompensated accident costs.
	 •  Combined, this represents an estimated ₹60,000–₹70,000 crore 	
	     annual economic gap — a significant loss for governments, 		
	     insurers, and citizens.
	 •  Most critically, accident victims bear the cost themselves, 		
            creating both financial and social hardship that could have been 	
	     prevented through active insurance enforcement.

Note: The above figures are illustrative estimates highlighting the 
economic impact of uninsured and fraudulent vehicles. They are not 
company revenue or investor projections.

2. Executive Summary

2.1 Weak Enforcement Under Current System
The amended Motor Vehicles Act prescribes:

	 •  A ₹2,000 fine and/or three months imprisonment for a first 		
	     offence.
	 •  A ₹4,000 fine and imprisonment for repeat offences.
	 •  Police may also issue a challan or seize the vehicle.
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2.2 The Ensure Insured Solution
The Ensure Insured Platform provides a tamper-proof, mandatory 
enforcement ecosystem powered by blockchain. It integrates 
governments, insurers, traffic police, and citizens into a single trusted 
network by:

	 •  Recording every issued/renewed policy immutably on a 			 
	     permissioned blockchain.
	 •  Issuing a secure scannable disk (QR/NFC) linked to each insured 	
	     vehicle.
	 •  Enabling instant roadside verification by traffic police with 		
	     automatic penalty issuance.
	 •  Providing a government dashboard with real-time compliance, 		
	     tax, and penalty data.
	 •  Protecting citizens from fraud via a public app listing only IRDAI-	
 	     approved insurers.

2.3 Enforcement Mechanism

Governments mandate the display of the blockchain-linked disk 
to legally operate a vehicle. Police can verify coverage in seconds, 
uninsured vehicles are penalized automatically.

However, with ~150 million uninsured vehicles, only about 5% are 
detected annually (~7.5M cases). At ₹2,000 per penalty, this yields just 
₹1,500 crore in collections. With digital enforcement, potential collections 
exceed ₹30,000 crore annually — more than 20x higher than today.
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2.4 Benefits
	 •  Victims & Citizens: Genuine policies, guaranteed compensation, 	
	     peace of mind.
	 •  Insurers: Elimination of fake renewals, higher policy renewals, 		
	     reduced fraud losses.
	 •  Governments: Higher tax collections, enforceable penalties, 		
	     improved road safety credibility.
	 •  Ecosystem Participants: Sustainable fee-based model, aligned 	
	     incentives, and scalable compliance services.
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2.5 India’s Insurance Enforcement 
Gap – Scale of the Problem

In addition to recovering ₹50,000–₹60,000 crore in unrealized penalties 
and losses, stricter enforcement will significantly increase the number of 
insured vehicles — thereby boosting government revenues through 
higher GST, cess, and stamp duty collections.
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3. Problem Statement

3.1 Existing Systems and Their Limitations
(MVallet, Vahan)
3.1.1 MVallet (Telangana & Andhra Pradesh)
The MVallet app, introduced by the Transport Departments of Telangana 
and Andhra Pradesh, allows users to store digital versions of their Driving 
License, RC, and insurance documents. Although positioned as a citizen 
convenience initiative, MVallet remains state-limited, centralized, and 
operationally fragile. Frequent server outages, OTP failures, and delayed 
insurance updates often result in compliance conflicts during law 
enforcement checks.

India faces one of the highest uninsured vehicle rates in the world, with 
over 50% of vehicles lacking valid insurance coverage. Heavy, Medium, 
Small transport vehicles, Autos and two-wheelers, which account for the 
majority of accidents, are often uninsured, leaving accident victims to 
bear financial losses themselves.

Fake insurance policies present a major parallel problem. After the first 
year of ownership, many vehicle owners unknowingly purchase fake 
policies from unauthorized sellers. These policies appear valid until a 
claim is filed, at which point victims discover that the policy is fraudulent 
and no compensation is available. This undermines public trust and 
causes significant social and financial harm.

Governments also suffer. The absence of mandatory enforcement means 
billions in potential GST, cess, stamp duty, and penalty collections 
are lost annually. Meanwhile, traffic police lack tools to instantly verify 
insurance status, allowing uninsured and fraudulent vehicles to operate 
freely.

This broken ecosystem creates a cycle of loss: citizens pay for accidents, 
genuine insurers absorb fraud-related losses, and governments lose 
credibility and revenue streams. Without a strong, technology-driven 
intervention, the problem will persist and worsen as vehicle populations 
continue to grow globally.
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3.1.2 Vahan (Central Government)
The Vahan portal, developed by the Ministry of Road Transport & 
Highways, serves as India’s centralized vehicle registration database. 
Despite nationwide rollout, Vahan continues to face technical instability, 
incomplete legacy record migration, and asynchronous insurer 
integration, causing outdated insurance data and frequent errors.

Its batch-based updates and manual operational model hinder real-
time compliance verification, while unmasked personal data and 
open APIs raise privacy concerns. Users frequently report downtime, 
failed payments, and inconsistent data retrieval. Vahan’s structure—
centralized, reactive, and limited by legacy frameworks—underscores 
the need for a modern, blockchain-driven verification layer like Ensure 
Insured that ensures tamper-proof records, instant updates, and 
selective, regulation-compliant data sharing.

The absence of real-time national-level integration prevents verification 
for out-of-state vehicles, while personal data exposure risks remain high 
due to insufficient user-consent frameworks. With scalability, privacy, 
and interoperability gaps, MVallet highlights the urgent need for a 
nationwide, real-time, privacy-first vehicle compliance platform—a void 
Ensure Insured effectively fills through its decentralized architecture and 
smart contract automation.

Issue 1: Fake Insurance Policies
After the first year of vehicle ownership, many owners unknowingly 
purchase fake policies from unauthorized sellers. These policies appear 
valid until a claim is filed—at which point victims discover the policy is 
fraudulent and receive zero compensation.

Real-World Examples: In 2025, over 80,000 fraudulent motor insurance 
policies were discovered across India. The fraud went undetected until 
accident victims filed claims and discovered their policies were invalid.¹
SEE APPENDIX A FOR MORE DETAILS.

Impact on Insurers: Genuine insurers absorb substantial fraud-related 
losses. According to Deloitte India, the insurance sector loses close to 
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10% of overall premium collections to fraud, amounting to approximately 
$6 billion annually. Motor insurance—the largest segment within general 
insurance—bears an estimated 15% fraud rate in claims, translating 
to ₹900+ crores in annual losses.² These losses are passed to honest 
policyholders through higher premiums. SEE APPENDIX B FOR MORE DETAILS.

Issue 2: Weak Enforcement Infrastructure
Governments prescribed penalties ($25–$50 per offense) under the 
Motor Vehicles (Amendment) Act, but enforcement infrastructure cannot 
keep pace:

• Traffic police lack real-time tools to verify insurance status.
• Manual verification at checkpoints allows uninsured and fraudulent 
   vehicles to operate freely.
• No unified national database accessible to enforcement agencies.
• Penalties are collected sporadically, realizing only $187.5M annually 
  (5% of the $3.5B potential).

Result: 95% of uninsured vehicles evade detection annually.
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4. Technology Architecture
The platform is designed with a modular, secure, and scalable 
architecture to ensure reliability, compliance, and interoperability with 
government and insurer systems.

	 • Private Permissioned Blockchain – built on Hyperledger Fabric for 	
	    secure, auditable policy storage.
	 • Integration APIs – insurers connect directly to the blockchain to 		
	    register issued and renewed policies.
	 • Mobile Applications – dedicated apps for police verification, 		
	    citizen engagement, and insurer access.
	 • Government Dashboard – analytics-driven interface for authorities 	
	    to monitor insurance compliance, penalties, and tax flows.
	 • Disk Verification Mechanism – secure QR/NFC tags linked to 		
	    blockchain entries, ensuring tamper-proof roadside checks.
	 • Data Security & Privacy – fully compliant with India’s DPDP Act, 	
	    GDPR, and international data protection standards.
	 • Cloud Infrastructure – hosted on scalable, high-availability 			
	    environments to support nationwide and global rollouts.
	 • Security Measures - end-to-end encryption, disaster recovery 		
	    protocols, and immutable audit trails to reassure regulators.
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5. Revenue Model
The Ensure Insured Platform is designed to create sustainable value 
across multiple stakeholders—governments, insurers, enforcement 
authorities, and citizens. The revenue model is based on small service 
fees linked to policy issuance, disk generation, renewal notifications, and 
API integrations. These mechanisms ensure that the system remains self-
sustaining while incentivizing adoption by all participants.

Key Revenue Drivers

	 •  Policy Recording Fees – a nominal charge for every insurance 	
	     policy recorded on the blockchain.
	 •  Secure Disk Issuance – one-time or replacement cost for the 		
	     scannable insurance disk.
	 •  Renewal Reminders & Notifications – optional micro-fees for 	
	     expiry alerts and digital communication.
	 •  API Access – low-cost integration fees for insurers, government 	
	     systems, and partner platforms.
	 •  Compliance Incentives – governments may choose to share
            a portion of enforcement penalties or provide technology 			
	     adoption subsidies to accelerate rollout.

Market Opportunity (Illustrative)

India alone has over 300 million registered vehicles, with more than half 
currently uninsured or carrying invalid policies. Even under conservative 
assumptions, digitizing enforcement could unlock billions in system-wide 
efficiency and compliance benefits annually.

These figures are illustrative examples of potential ecosystem scale and 
are not forecasts of company revenue, nor do they represent investment 
returns. Actual outcomes will depend on regulatory adoption, insurer 
participation, technology rollout, and user behavior.
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The Ensure Insured Platform monetizes through multiple sustainable 
revenue streams across insurers, citizens, governments, and partners.

	 •  Fees from Insurance Companies – per policy recorded on the 	
	     blockchain.
	 •  Disk Issuance & Reissuance – mandatory scannable disk 		
	     provided to every vehicle owner.
	 •  Renewal Reminders – premium notification services for timely 	
	     renewals.
	 •  Advertising – insurers and partners advertise on the public-		
	     facing app.
	 •  Government Penalty Share OR Subsidy – a share of penalties 	
	     collected from uninsured vehicles OR % of subsidy.
	 •  API & Integration Fees – insurers and third parties using the 		
	     system pay service charges.

Illustrative Market Model 

Base: 300M Registered Vehicles in India
	   Vehicle Mix Assumptions (India, approx.)
		  - Two-wheelers  70%
		  - Cars (standard + luxury)  15% (12% standard, 3% luxury)
		  - Autos (3-wheelers)  5%
		  - Heavy vehicles (trucks/lorries)  5%
		  - Buses  5%
	  Disk Pricing per Segment
		  - 2W / Autos  ₹50
		  - Standard Cars  ₹50
		  - Luxury Cars  ₹100
		  - Heavy Vehicles  ₹250
		  - Buses  ₹200
	  Calculation Method
		  For each year:
		  - Active Vehicles = Adoption % × 300M
		  - New Vehicles = 25M (fixed)
		  - Replacements = 10% of Active Vehicles
		  - Disk Revenue = weighted by segment % × pricing
		  - Other Revenues (Policy Recording, Reminders, API, 			 
	            Penalties)



14
Go to Top

5.1 Illustrative Revenue Model with penalty share
Base: 300M Registered Vehicles in India
Policy Recording Fees: ₹10 per issued/renewed policy.
Disk Issuance/Reissuance: ₹69 on an average per verity of vehicles 
mentioned above + 10% disks replacement annually.
Renewal Reminders: ₹2 per transaction.
API Fees: ₹1 per insurer/gov transaction.
Penalty Share/Subsidy: Either ₹10 per penalty collected OR 25–50% 
govt subsidy for enforcing mandatory insurance law.

Note: Calculations are based on baseline unit rates and limited penalty share assumptions to 
maintain a realistic, risk-adjusted forecast. Upside potential exists as adoption scales and pricing 
structures are refined through institutional and government partnerships.
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5.2 Capital Expenditure (CAPEX) & Operational 
Expenditure (OPEX)
With Penalty Share
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6. Economic Impact
The project delivers measurable financial and social benefits for all 
stakeholders – governments, insurers, and citizens.

Stakeholder Impact
Government Enhanced tax compliance (GST, cess, stamp 

duties), increased penalty compliance, and 
stronger regulatory credibility.

Insurers Elimination of fake policies, reduced fraud expo-
sure, and improved customer retention.

Citizens Access to genuine policies, fair claim settle-
ments, and reduced financial vulnerability.

Ecosystem Operator Sustainable ecosystem participation via policy 
recording, verification services, integrations, and 
value-added features.
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The Ensure Insured Platform is designed for phased rollout, starting with 
Indian states, then expanding nationally, regionally, and globally.

	 • Phase 1 (Year 1): Pilot implementation in Telangana & Andhra 	
	    Pradesh. Secure MOUs with state governments and 10-15 	       
	    insurance partners. Secure angel/VC funding (₹5-10 crore) for 	       
	    MVP development and initial deployment. Issue 100,000 pilot 	
           disks. Deploy initial blockchain infrastructure. Target: ₹5-10 crore 	
	    revenue from pilot fees and government subsidies.

• Phase 2 (Year 2–3): Nationwide rollout across India. Full 
integration with IRDAI, RTOs, and 50+ insurance companies. 
Public adoption of disk verification and mobile apps. Demonstrate 
50%+ vehicle adoption in pilot states. Deploy centralized 
government dashboard for MoRTH and state authorities. Target: 
₹50-150 crore revenue from policy recording, disk issuance, and 
transaction fees.

• Phase 3 (Year 4–5): Achieve nationwide coverage across all 
RTOs. Establish Ensure Insured as India’s gold standard for 
insurance enforcement and compliance verification. Achieve 
75-100% vehicle compliance nationally. Real-time penalty 
enforcement and automated compliance alerts. Full integration 
with MoRTH central database. Target: ₹500+ crore annual 
revenue.

• Phase 4 (Year 6+): Pending successful India implementation, 
government endorsement, and regulatory clarity, A Blocks Nexus 
will evaluate strategic expansion opportunities in adjacent markets 
with similar insurance enforcement gaps. India remains the 
primary focus through Year 5 and beyond.

7. Implementation Roadmap
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Year 1 Pilot (Telangana/AP):
• KPI 1: 100,000 vehicles registered on blockchain
• KPI 2: 95%+ uptime of verification system
• KPI 3: ₹5-10 crore revenue generated
• KPI 4: 100+ policy recording agreements with insurers
• KPI 5: 50+ RTA/RTO enforcement integrations

Year 2-3 Expansion:
• KPI 6: 50% vehicle adoption nationally (of 150M uninsured 
   vehicles)
• KPI 7: ₹100+ crore annual penalties recovered
• KPI 8: 90%+ insurance policy verification accuracy
• KPI 9: 5+ state governments as active partners
• KPI 10: <1% false-positive compliance alerts

Long-term Impact:
• Reduction in accident severity due to insurance enforcement
• Increase in genuine policy renewals (tracked via IRDAI data)
• Government revenue recovery (tax, penalty, GST collections)
• Improved road safety metrics

8. Success Metrics & Key Performance 
Indicators (KPIs)
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9. Funding Strategy & Use of Funds
A Blocks Nexus Private Limited will pursue funding through:

1. Government Grants & Subsidies
   • Technology adoption incentives from state governments
   • MoRTH innovation grants for road safety initiatives
   • Department of Science & Technology (DST) grants for blockchain
      research

2. Angel & Venture Funding
   • Seed round: ₹5-10 crore for MVP development and pilot
   • Series A: ₹25-50 crore for state rollout and team expansion

3. Revenue-Based Funding
   • Year 1: Pilot revenue funds operational scale
   • Year 2+: Sustainable operations from recurring revenues

Use of Funds (Year 1):
• Technology Development: 40% (₹2 crore)
• Government Relations & Compliance: 25% (₹1.25 crore)
• Team & Operations: 20% (₹1 crore)
• Marketing & Partnerships: 10% (₹0.5 crore)
• Buffer/Contingency: 5% (₹0.25 crore)

Total Year 1 OPEX: ₹70 crore (covered by initial seed + pilot revenues)
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10. Founder Profile
Founder & CEO, A Blocks Nexus Private Limited - Over 20 years of 
professional experience in the insurance domain, with specialization 
in software development, quality, compliance, and regulatory-driven 
platforms. 

Certified Blockchain Professional from IIT Kanpur, with expertise in 
distributed ledger technologies, tokenomics, and self-sovereign identity 
solutions. 

Combines deep knowledge of insurance operations with blockchain   
innovation to solve uninsured and fake insurance challenges. 

Vision: To ensure every vehicle is insured, every victim is protected, and 
every insurer and government is safeguarded against fraud and revenue 
loss.
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11. Implementation Challenges & Risk 
Mitigation

Challenge 1: Government Adoption & Coordination
• Risk: States may resist changing from MVallet/Vahan
• Mitigation: Start with Telangana/AP (early adopters); demonstrate     
   ROI via penalty recovery
• Timeline: 6-month pilot to prove viability

Challenge 2: Insurance Partner Integration
• Risk: Legacy insurance systems may not integrate smoothly
• Mitigation: Provide APIs and technical support; incentivize 
   adoption with reduced transaction fees
• Timeline: Phased integration (10 insurers by Month 3, 50+ by 
Year 1)

Challenge 3: Public Awareness & Adoption
• Risk: Citizens unfamiliar with blockchain-based verification
• Mitigation: Government education campaigns; simple app 
   interface; phased rollout
• Timeline: Consumer education concurrent with Phase 1 pilot

Challenge 4: Data Privacy & Compliance
• Risk: DPDP Act requirements and citizen data sensitivity
• Mitigation: Data minimization; user consent frameworks; 
   encryption; third-party audits
• Timeline: DPDP compliance audit before state launch

Challenge 5: Technology Scalability
• Risk: Blockchain infrastructure must handle 300M vehicle queries 
   annually
• Mitigation: Load testing; cloud scaling; redundant nodes; 
   disaster recovery
• Timeline: Infrastructure stress-tested before state rollout
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12. Team & Leadership
The Ensure Insured Platform seeks to establish a transparent, fraud-
resistant insurance compliance framework. By working with regulators, 
insurers, and governments, it aims to contribute to safer roads, improved 
compliance, and greater ecosystem trust.

Founder & CEO: RAMAKRISHNA T
• Background: B.Tech (from Nagarjuna University), 20+ Years IT, 	      
   Insurance Products Development, with specialization in software    	
	  development, quality, compliance, and regulatory-driven platforms
• Experience: Certified Blockchain Professional from IIT Kanpur
• Contact: ramki.t@ablocksnexus.com

Co-Founder & Director: PREETHAM T
• Background: B.Tech, 5+ Years in Cybersecurity.
• Experience: Currently working in a senior cybersecurity role at     
   leading Indian IT Security Firm. Expert in digital security,  
   penetration testing, regulatory compliance; has overseen audits for 
   BFSI clients.
• Contact: preetham.t@ablocksnexus.com

Advisors & Key Hires (In Progress):
Chief Technology Officer (To Be Hired): Candidate(s) with 
Hyperledger Fabric experience under consideration

Legal/Compliance Advisor (Planned) – Onboarding an insurance 
regulatory specialist for compliance review (target: within 6–12 
months).

Blockchain/Insurance Advisory Board (Planned) – Engaging 
industry professionals for strategic guidance as company scales.

A Blocks Nexus is in the process of expanding its core leadership 
team and advisory board as the platform enters the pilot and rollout 
phase. We have strong founder credentials in blockchain, software, 
cybersecurity, and regulatory platforms, and will strategically add ex-
insurance, RTA/government advisory, and legal experts as we scale.
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13. The Road Ahead
The Ensure Insured Platform represents a transformative solution to 
one of the most persistent challenges in the insurance ecosystem — 
uninsured vehicles, fake policies, and the resulting financial and social 
losses. By combining blockchain technology, government enforcement, 
and utility-driven incentives, the platform creates a transparent, fraud-
proof, and sustainable insurance environment.

For citizens, it ensures access to genuine policies, fair claim settlements, 
and greater financial protection. For insurers, it eliminates fraudulent 
policies and improves customer retention. For governments, it enables 
stronger compliance, improved penalty collections, and enhanced 
credibility in enforcement.

The vision of A Blocks Nexus is clear: to make insurance enforcement a 
mandate across India, protect citizens and governments from fraud, and 
establish Ensure Insured as India’s gold standard for vehicle insurance 
compliance. The platform’s proven success in India positions it for 
potential international adoption and knowledge-sharing.

“Aiming to establish Ensure Insured as India’s gold standard and 
replicable model for insurance enforcement globally.”
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14. Appendix

Insurance & Motor Vehicle Regulations (India)
	 •  Motor Vehicles Act, 1988 (as amended in 2019) – Section 146: 	
	     Mandatory insurance for motor vehicles.
	 •  IRDAI (Insurance Regulatory and Development Authority 	
	     of India) – Regulatory framework for general insurance, digital 		
	     policy issuance, and KYC norms.
	 •  IRDAI Circular: Electronic Insurance Policies and Digital 	        
	     Repositories (Ref: IRDA/Life/Cir/Misc/282/11/2011) – 			 
	     Guidelines enabling digital issuance and verification of policies.
	 •  Central Motor Vehicles Rules (CMVR) 1989 – Provisions for 		
	     registration, licensing, and enforcement via digital mechanisms.
	 •  Digital Personal Data Protection (DPDP) Act, 2023 – Governs 	
	     the processing, storage, and transfer of personal data in India.

Data Privacy & Security (Global)
	 •  General Data Protection Regulation (GDPR – EU 2016/679)– 	
     	     Framework for processing personal data within the EU and 		
	     international data transfers.
	 •  ISO/IEC 27001:2022 – International standard for information 		
	     security management systems.
	 •  NIST Cybersecurity Framework (U.S.) – Best practices for 		
	     digital infrastructure resilience and risk management.

14.1 Regulatory References
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Blockchain & Identity Standards (Technology References)

	 •  Hyperledger Fabric Documentation (The Linux Foundation) – 	
	     Framework for permissioned blockchain networks.
	 •  W3C Decentralized Identifiers (DID) Specification v1.0 (2022) – 	
	     Standards for self-sovereign digital identity.
	 •  World Economic Forum – Blockchain Deployment Toolkit 		
            (2020) – Governance and interoperability guidelines for enterprise 	
	     blockchain adoption.

This section is for reference only. It demonstrates regulatory awareness 
and alignment with best practices without asserting compliance claims 
beyond the project’s current scope.

14.2 Elaborative Analysis of Existing Systems (MVallet, 
Vahan)
MVallet – Telangana & Andhra Pradesh
The RTA’s MVallet app, deployed by Telangana and Andhra Pradesh 
governments, allows citizens to store and present digital versions of 
their driving license, registration certificate, and insurance documents. 
While conceptually sound and aligned with digital governance objectives, 
MVallet suffers from several structural limitations and operational 
inefficiencies that expose key weaknesses in India’s vehicle compliance 
infrastructure.

The system’s scope is limited to two states, leaving the central 
government without nationwide visibility into vehicle insurance and 
registration data. The centralized database architecture makes it 
vulnerable to single points of failure and potential cyberattacks—if the 
server fails, law enforcement and citizens are left without functional 
verification mechanisms. Moreover, users regularly face operational 
failures, including server downtime, OTP errors, and app crashes, 
severely undermining trust and adoption.
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A more troubling issue is incomplete or delayed synchronization of 
vehicle insurance and pollution control updates. Renewed insurance 
policies often fail to reflect promptly in the app, causing false non-
compliance alerts during police checks. The platform also struggles
with out-of-state vehicles, making it difficult for enforcement officers to 
verify records of vehicles registered in other parts of India.

Equally concerning are privacy and data protection lapses: the app 
frequently displays full personal and vehicle details without adequate 
compliance to evolving Digital Personal Data Protection (DPDP) 
regulations. This lack of selective data-sharing controls or user consent 
mechanisms raises significant privacy risks.

In summary, while MVallet aids local enforcement, it is a state-specific, 
centralized, and operationally fragile solution that lacks scalability, inter-
operability, and legal safeguards. These systemic flaws justify the need 
for a nationwide, decentralized, privacy-centric framework—precisely 
what “Ensure Insured” introduces through blockchain-backed verifica-
tion, real-time compliance data, and cross-jurisdiction interoperability.

Vahan – Central Government Application
The Government of India’s Vahan platform serves as the main digital 
backbone for vehicle registration and related compliance services 
nationwide. Managed under the Ministry of Road Transport & Highways, 
it aims to unify data across all RTOs and facilitate registration, 
permits, and insurance record management. However, the system 
faces persistent technological and operational challenges that limit its 
efficiency and reliability.

Frequent technical glitches plague Vahan’s operations, with users and 
transport officials reporting downtime, failed transactions, and unstable 
web services—particularly during high-traffic periods and software 
upgrades such as the Vahan 4.0 rollout. The migration of legacy records 
remains incomplete or erroneous, forcing manual intervention and citizen 
grievances at RTO offices.
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Vahan also lacks automated reconciliation and refund systems, 
continuing to rely on manual government procedures. From a user 
experience perspective, citizens face a cluttered interface, delays in 
displaying insurance status updates, and difficulty retrieving old records. 
Moreover, security and privacy issues persist—open APIs and insufficient 

masking lead to inadvertent exposure of sensitive user 
data, and scammers frequently exploit the “Vahan” brand to launch 
phishing campaigns.

The platform further fails in real-time insurance verification; insurer 
integration remains asynchronous, leaving enforcement authorities to 
rely on often outdated records. This undermines effective compliance 
monitoring, particularly for uninsured or expired vehicles on the road.

Despite its national scale, Vahan’s design is centralized, reactive, and 
non-automated, limiting adaptability, real-time analytics, and user data 
protection. In contrast, “Ensure Insured” introduces blockchain-enabled, 
tamper-proof tracking, real-time insurance validation via smart contracts, 
and automated enforcement mechanisms. It also ensures selective and 
privacy-compliant data disclosure, aligning with both India’s DPDP law 
and future mobility governance standards.
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Appendix A: DOCUMENTED CASES OF FRAUDULENT MOTOR 
INSURANCE POLICIES IN INDIA

A1. Royal Sundaram Insurance Scam (2025)
Over 80,000 fake motor insurance policies were issued through 
unauthorized agents who altered vehicle categories and charged 
customers for higher-category vehicles. The fraud was discovered when 
accident victims filed claims at Motor Accident Claims Tribunals. Delhi 
Police registered an FIR based on a criminal court directive (July 2025).
[Source: Indian Express, July 22, 2025; Delhi Police Crime Branch FIR]

A2. Sambhal Multi-State Insurance Fraud (2025)
A ₹100+ crore scam involving fraudulent motor and life insurance policies 
spanning 12 states over 7 years. The gang created policies for terminally 
ill and deceased individuals using forged documents. 52 suspects 
arrested; 29 fabricated death certificates identified.
[Source: Times of India, February 7, 2025; NDTV, June 4, 2025]

A3. IRDAI Official Data on Fake Policies
According to the Press Information Bureau (PIB), the Insurance 
Regulatory and Development Authority recorded the following fake motor 
insurance policies:
• FY 2016-17: 498 policies
• FY 2017-18: 823 policies
• FY 2018-19: 1,192 policies
[Source: PIB Press Release, January 20, 2013]

A4. Insurance Portal Hacking Incident (2025)
Fraudsters compromised an insurance company’s online portal, creating 
80,014 fake policies using fabricated customer data (email addresses, 
phone numbers, vehicle models). Motor Accident Claims Tribunals 
identified the fraud through third-party claims discrepancies.
[Source: Financial Express, July 22, 2025; Times of India].
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Appendix B: DOCUMENTED MOTOR INSURANCE FRAUD & 
INSURER LOSSES

A2. Insurer Fraud Losses in India

According to Deloitte India, the Indian insurance sector loses close to 
10% of overall premium collections to fraud, amounting to approximately 
USD $6 billion annually. Motor insurance—as the largest segment within 
general insurance—experiences approximately 15% of all claims being 
fraudulent, equivalent to ₹900+ crores annually.

Indiaforensic Research, a Pune-based fraud consultancy, estimates that:
• Total insurance sector annual losses: ₹30,401 crore (~$6 billion 
USD).
• Every insurance company loses 8.5% of revenue to fraud.
• Motor insurance fraud stake: ₹1,554 crore (70% increase from 
2009 levels).
• Most common fraud type: Document falsification (70% of cases).

[Sources: Deloitte India (2023); Indiaforensic Research (ongoing); 
Economic Times BFSI; Times of India]

1. Comprehensive Indiaforensic Research (Most Cited)
Source: Indiaforensic Research, cited by RGARE (RGA Group), 
Economic Times, and multiple insurance publications
Key Findings:

Total insurance sector losses: ₹30,000 crore (~$6 billion USD) annually.

Motor insurance fraud specifically: ₹1,554 crore in 2011, representing 
70% increase from ₹915 crore in 2009.

Insurance companies lose: 8.5% of total industry revenue to frauds.

General Insurance (motor + health + property): ~14% of total fraud 
(rest is life insurance).
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Calculation for Motor Insurance Specifically:

If total sector loses ₹30,000 crore/year.

Motor is largest sector within General Insurance.

Motor fraud losses estimated at ₹1,500+ crore annually (~$200–250M 
USD).

3. Times of India Research (Most Recent)
Source: Times of India, OnGrid Insurance (2024).

Key Finding:
Fraudulent claims make up approximately 15% of all insurance claims.

Amounting to around ₹900 crores annually.

4. Deccan Herald Report (2009 — Still Cited)
Source: Deccan Herald, citing Indiaforensic Research.

Key Finding:
Insurance companies lose over ₹15,171 crore annually.

Motor and health insurance most prone to fraud.

70% of General Insurance fraud involves fake documents.
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14.3 Glossary of Abbreviations
Abbreviation Full Form / Description
DPDP Digital Personal Data Protection Act (India)
GDPR General Data Protection Regulation (European Union)
KYC / eKYC Know Your Customer / Electronic Know Your Customer
CKYC Central Know Your Customer Registry (India)
DID Decentralized Identifier
SSI Self-Sovereign Identity
DLT Distributed Ledger Technology
PKI Public Key Infrastructure
API Application Programming Interface
MVP Minimum Viable Product
CAPEX Capital Expenditure
OPEX Operating Expenditure
AML / CFT Anti-Money Laundering / Counter Financing of Terrorism
RTA Road Transport Authority
IRDAI Insurance Regulatory and Development Authority of India
MoU / LOI Memorandum of Understanding / Letter of Intent
API Gateway Interface layer enabling secure interaction between blockchain and applica-

tions
IFRS International Financial Reporting Standards
ROI Return on Investment
ESOP Employee stock option plan
PDO Partner Development Office
CSR Corporate Social Responsibility
Press & PR Press and Public Relations
SIEM Security Information and Event Management
SHA-256 Secure Hash Algorithm 256-bit
PII Personally identifiable information
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Abbreviation Full Form / Description
AWS Amazon Web Services
Azure Microsoft’s Could Services
JWT JSON Web Token
OAuth2.0 Open Authorization 2.0
RTO Regional Transport Office (India)
BAaaS Blockchain Audit-as-a-Service
GST Goods and Services Tax
AI Artificial Intellligence
CAGR Compound Annual Growth Rate
QR Quick Response code
NFC Near Field Communication

This appendix is provided for reference and completeness. It demon-
strates regulatory and operational readiness, without asserting compli-
ance claims beyond the current project scope.
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